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Abstract—Ad hoc networks are self organized and can be 

constructed easily and autonomously without any 

administrative server or infrastructure. Lack of a central 

administrative authority leads to many drawbacks such as 

co-ordination, Security, Attacks, Resource allocation, 

Resource sharing, Routing. Many different types of 

Attacks such as Denial of Service Attacks, Wormhole 

Attack, Sinkhole Attack, Packet dropping Attack, 

Resource depletion Attack. A variant of Denial of Service 

Attack on a long-term basis is called as Vampire Attack. It 

drains the node’s energy in the network. Vampire Attacks 

are very difficult to defect because they are not protocol 

specific. These Attacks doesn’t fluid the networks rather 

transmit the small data to initiate huge energy drain. Two 

types of vampire attacks are carousel attack and stretch 

attack. We propose a protocol to mitigate the effects of 

vampire Attacks. 
 

1.    INTRODUCTION 
 

A key concern in WSN – Wireless Sensor Network 

technology is to enhance the network lifetime and to reduce 

the energy consumption of the sensor network. In WSN have 

lack of a central administrative authority leads to many 

drawbacks such as co-ordination, Security, Attacks, Resource 

allocation, Resource sharing, Routing. Many different types of 

Attacks such as Denial of Service Attacks, Wormhole Attack, 

Sinkhole Attack, Packet dropping Attack, Resource depletion 

Attack. Ad-hoc sensor network and routing data in them is a 

significant research area. There are a lot of protocols 

developed to protect from DOS attack, but it is not completely 

possible. One such DOS attack is Vampire attack-Draining of 

node life from wireless ad-hoc sensor networks [1]. While 

these schemes can prevent attacks on the short-term 

availability of a network, they do not address attacks that 

affect long-term availability—the most permanent denial of 

service attack is to entirely deplete nodes’ batteries. This is an 

instance of a resource depletion attack, with battery power as 

the resource of interest. These attacks are distinct from 

previously studied DoS, reduction of quality (RoQ), and 

routing infrastructure attacks as they do not disrupt immediate 

availability, but rather work over time to entirely disable a 

network. While some of the individual attacks are simple, and 

power draining and resource exhaustion attacks have been 

discussed before prior work has been mostly confined to other 

levels of the protocol stack, e.g., medium access control 

(MAC) or application layers, and to our knowledge there is 

little discussion, and no thorough analysis or mitigation, of 

routing-layer resource exhaustion attacks. The “Vampire” 

attacks are not specific to any specific protocol, but rather rely  

on the properties of many popular classes of routing protocols. 

Vampire attack is the composition and transmission of a 

message that causes more energy to be consumed by the 

network than if an honest node transmitted a message of 

identical size to the same destination, although using different 

packet headers. A vampire attack has two types of attacks. 

Carousel attack and Stretch attack. Then, modify an existing 

sensor network routing protocol to provably bind the damage 

from Vampire attacks during packet forwarding. 

 

2.   EXISTING SYSTEM 
 

Existing work on secure routing attempts to ensure that 

adversaries cannot cause path discovery to return an invalid 

network path, but Vampires do not disrupt or alter discovered 

paths, instead using existing valid network paths and protocol 

compliant messages. Protocols that maximize power 

efficiency are also inappropriate, since they rely on 

cooperative node behavior and cannot optimize out malicious 

action. [2] The most permanent denial of service attack is to 

entirely deplete nodes batteries. This is an instance of a 

resource depletion attack, with battery power as the resource 

of interest. some of the individual attacks are simple, and 

power-draining and resource exhaustion attacks have been 

discussed before [3], prior work has been mostly confined to 
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other levels of the protocol stack, e.g. medium access control 

(MAC) or application layers, and there has been a little 

discussion, and no thorough analysis or mitigation, of routing-

layer resource exhaustion attacks. Vampire attacks are not 

protocol-specific, in that they do not rely on design properties 

or implementation faults of particular routing protocols, but 

rather exploit general properties of protocol classes such as 

link-state, distance-vector, source routing and geographic and 

beacon routing. 

 Denial of service in ad hoc wireless networks has primarily 

dealt with adversaries who prevent route setup, disrupt 

communication, or preferentially establish routes through 

themselves to drop, manipulate, or monitor packets [4]. The 

effect of denial or degradation of service on battery life and 

other finite node resources has not generally been a security 

consideration, making our work tangential to the research 

mentioned above. Protocols that define security in terms of 

path discovery success, ensuring that only valid network paths 

are found, cannot protect against vampire attacks, since 

vampires do not use or return illegal routes or prevent 

communication in the short term. 

Disadvantages of Existing System: 
1) Due to environment disaster and low security level, loss in 

the information. 

2) In this existing system, do not address attacks that affect 

long-term availability. 

 

3.   RELATED WORKS 
 

Current work in minimal-energy routing[5], which aims to 

increase the lifetime of power-constrained networks by using 

less energy to transmit and receive packets is likewise 

orthogonal: these protocols focus on cooperative nodes and 

not malicious scenarios. However, Vampires will increase 

energy usage even in minimal-energy routing scenarios and 

when power conserving MAC protocols are used; these 

attacks cannot be prevented at the MAC layer or through 

cross-layer feedback. Attackers will produce packets which 

traverse more hops than necessary, so even if nodes spend the 

minimum required energy to transmit packets, each packet is 

still more expensive to transmit in the presence of Vampires. 

This work can be thought of attack-resistant minimal-energy 

routing, where the adversary’s goal includes decreasing 

energy savings. Deng et al. discuss path-based DoS attacks 

and defenses in [13], including using one-way hash chains to 

limit the number of packets sent by a given node, limiting the 

rate at which nodes can transmit packets. While this strategy 

may protect against traditional DoS, where the malefactor 

overwhelms honest nodes with large amounts of data, it does 

not protect against “intelligent” adversaries who use a small 

number of packets or do not originate packets at all. 

Another attack that can be thought of as path based is the 

wormhole attack, first introduced in [6]. It allows two non 

neighboring malicious nodes with either a physical or virtual 

private connection to emulate a neighbor relationship, even in 

secure routing systems [2]. These links are not made visible to 

other network members, but can be used by the colluding 

nodes to privately exchange messages. Similar tricks can be 

played using directional antennas. These attacks deny service 

by disrupting route discovery, returning routes that traverse 

the wormhole, and may have artificially low associated cost 

metrics. While the authors propose a defense against 

wormhole [7] and directional antenna attacks (called “Packet 

Leashes” [6]), their solution comes at a high cost and is not 

always applicable. First, one flavor of Packet Leashes relies on 

tightly synchronized clocks, which are not used in most off 

the- shelf devices. Second, the authors assume that packet 

travel time dominates processing time, which may not be 

borne out in modern wireless networks, particularly low power 

wireless sensor networks. 

 

4. THE PROPOSED SCHEME 
 

 In proposed scheme this paper makes three primary 

contributions. First, thoroughly evaluate the vulnerabilities of 

existing protocols to routing layer battery depletion attacks. 

Observe that security measures to prevent Vampire attacks are 

orthogonal to those used to protect routing infrastructure, and 

so existing secure routing protocols such as Ariadne [8], and 

SEAD [4] do not protect against Vampire attacks. Protocols 

that maximize power efficiency are also inappropriate, since 

they rely on cooperative node behavior and cannot optimize 

out malicious action. Second, show simulation results 

quantifying the performance of several representative 

protocols in the presence of a single Vampire. Third, modify 

an existing sensor network routing protocol to provably bind 

the damage from Vampire attacks during packet forwarding.  

In this scheme, protect from the vampire attack and also boost 

up the battery power. In this proposed scheme, one way hash 

chain and clock synchronization is used to avoid carosuel and 

stretch attack. By using these techniques it can boost up the 

battery power and also it provides high security.  

 

5.   SYSTEM MODEL 
 

 Vampire attacks is defined, which is a new class of resource 

consumption attacks that use routing protocols to permanently 

disable ad hoc wireless sensor networks by depleting nodes 

battery power. These attacks do not depend on particular 

protocols or implementations, but rather expose vulnerabilities 

in a number of popular protocol classes. 
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 Vampire attack explains below Fig. 1: 

 
 

 
 

Fig. 1 System model for Vamire Attack 

 

It has two attacks. They are: 

 

Carousel attack 

 
 In this attack, an adversary sends a packet with a route 

composed as a series of loops, such that the same node 

appears in the route many times. This strategy can be used to 

increase the route length beyond the number of nodes in the 

network, only limited by the number of allowed entries in the 

source route. 

 

Stretch attack 

 
 Another attack in the same vein is the stretch attack, where a 

malicious node constructs artificially long source routes, 

causing packets to traverse a larger than optimal number of 

nodes. An honest source would select the route Source ->C -> 

D -> Sink, affecting four nodes including it, but the malicious 

node selects a longer route, affecting all nodes in the network. 

 

The proposed system consists of five modules: 

 

A.    Topology Construction 

 
 In this topology construction create many sensor nodes. First 

evaluate both the carousel and stretch attacks in a randomly 

generated node topology. The source node sends the packets 

through Nodes using protocols. Source node checks the path 

using routing Protocols. Capable of performing some 

processing gathering sensory information and communicating 

with other connected nodes in the network. Fig. 2 shows 

Topology Construction as below 

 
Fig. 2   Topology Construction 

 

B.   Data Transmission 

 
Transmit the data source to Destination node. Sensor network 

routing protocol to provably bound the damage from Vampire 

attacks during packet forwarding. Wireless sensor networks 

are also used for the send transfer the data environment. Fig. 3 

shows   Data Transmission as below 

 
Fig. 3   Data Transmission 

 

C.  Key Extraction 
 

The Key Extraction used to generate the cryptographic key. 

Then send the key details to constructing nodes. The Ad-hoc 

On-demand Distance Vector (AODV) routing protocol is a 

routing protocol used for dynamic wireless networks where 

nodes can enter and leave the network at will. AODV is 

capable of both unicast and multicast routing. It is an on 

demand algorithm, meaning that it builds routes between 

nodes only as desired by source nodes.  
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Fig. 4 shows Key Extraction as below 

 
Fig. 4   Key Extraction 

 

D.  Monitoring Sensor Information 

 
 Ad hoc wireless networks has primarily dealt with adversaries 

who prevent route setup, disrupt communication, or 

preferentially establish routes through themselves to drop, 

manipulate, or monitor packets. Nodes send messages to 

aggregators, who in turn send it to other aggregators, which 

route it to a monitoring point. However, nearby nodes might 

be able to monitor communication to detect link failure. Fig. 5 

shows Monitoring Sensor Information as below 

 

 
Fig. 5   Monitoring Sensor Information 

 

E. Identifying Attacks 

 
 The identifying attacks are carousel attack and stretch attack 

which describes already discussed in system model. 

 
 

6.   STATEFUL PROTOCOLS AND THEIR      

ATTACKS 
 

 A stateful protocol is where nodes are aware of their 

topology, its state, forwarding decisions. It requires the server 

to record the transaction so they can be recalled or resumed. 

Two important classes are link state and distance –vector. 

Example of link-state is OLSR [9] and example of distance-

vector is DSDV [10]. Both these protocols are proactive, 

which routes to all reachable nodes in the network and 

minimizes the initial delay. OLSR keeps the record of up and 

down state of links and flood routing updates. DSDV is also 

known as Distributed Bellman-Ford or RIP (Routing 

Information Protocol). Every node maintains a routing table 

that contains all available destinations, the next node to reach 

to destination, the number of hops to reach the destination and 

periodically send table to all neighbors to maintain topology. 

Both these protocols are immune to carousel and stretch 

attacks. In fact, any time adversaries cannot specify the full 

path, the potential for Vampire attack is reduced. Two types of 

attacks in stateful protocol are directional antenna attack and 

malicious discovery attack. Directional antenna attack: In this 

the vampires have little control over the packets progress, but 

they still waste energy by restarting a packet in various parts 

of network. They will deposit the packets in arbitrary path of 

network due to this energy is consumed, O(d) where d is the 

network diameter, d/2 .It is also considered as half worm hole 

attack[6]. Packet leashes cannot prevent this kind of attack 

since they are not meant to protect against malicious message 

source but only intermediary. Malicious Discovery Attack: It 

is also called as spurious rote discovery. Both AODV and 

DSR are vulnerable to this attack since nodes may initiate 

discovery at any time, not just during the topology change. 

This type of attack becomes serious when nodes claim that 

long distance route has changed. This attack is trivial in open 

networks [11]. Packet leashes [6] cannot prevent this type of 

attack. This is similar to route flapping in BGP [12]. 

 

7.   STATELESS PROTOCOLS AND THEIR 

ATTACKS 
 

 A stateless protocol does not require the server to retain 

session information or status about each communications 

partner for the duration of multiple requests. It is 

communication protocol that treats each request as an 

independent transaction that is unrelated to any previous 

request so that the communication consists of independent 

pairs of requests and responses. The two most common types 

of attacks are Carousel attack and Stretch attack. The stretch 

attack increases packet path lengths, causing packets to be 

processed by a number of nodes that is independent of hop 

count along the shortest path between the adversary and 

packet destination. The carousel on the other hand sends 

packets in circles. It targets source routing protocols by 

exploiting the limited verification of message headers at 

forwarding nodes, allowing a single packet to repeatedly 

traverse the same set of nodes. 
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Mitigation method 

 
 The carousel attack can be prevented When a loop is detected, 

the source route could be corrected and the packet sent on, but 

one of the attractive features of source routing is that the route 

can itself be signed by the source. The stretch attack is more 

challenging to prevent. Its success rests on the forwarding 

node not checking for optimality of the route. 

 

8.   PERFORMANCE EVALUATION 
 

The performance report of the proposed system is described in 

this section. The below Fig. 6 graph describes the performance 

evaluation. The honest path reached destination very quickly 

and consumed energy is low whereas the stretch and carousel 

attack to reach the destination very late and consumed energy 

is very high. 

  
Fig. 6   Energy usage in various Attacks 

 

 

9.   CONCLUSION 
 

In this paper we talk about Vampire attacks, a new class of 

resource consumption attacks that use routing protocols to 

permanently disable ad-hoc wireless sensor networks by 

depleting nodes’ battery power. The first sensor network 

routing protocol that provably bounds damage from Vampire 

attacks by verifying that packets consistently make progress 

toward their destinations Derivation of damage bounds and 

defenses for topology discovery, as well as handling mobile 

networks, is left for future work. 
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